Solution Briefing

This Solution Briefing describes Universitair Ziekenhuis Brussel’s (UZB) high-level and minimum expectations when (potential) contractors or suppliers (both terms are used synonymously) wish to introduce a solution (an application, device, service, configuration, etc.) at UZB. 
These expectations are intuitively framed in various sections in the left-hand column, after which the contractor is given the opportunity to indicate compliance or non-compliance in the right-hand column and in the appendices.
A timely and accurately completed Solution Briefing enables UZB to carry out a high-quality and smooth analysis, thereby contributing to a good initial understanding of the solution(s) and the supplier, as well as any risks associated with the solution(s). Incomplete, unclear or misleadingly completed documents or non-compliance with what has been documented may result in a longer analysis, additional questions, non-selection and/or termination of the collaboration with UZB. All information provided to UZB is contractually binding.

If you have any additional questions or require clarification when processing the solution briefing, please contact your designated contact person(s) at UZB. The latter will contact you if they have any questions. Always use the references in the first column for all your questions and attachments.


Introduction: FRAMEWORK

	TK01
	Proposed solution(s). UZB expects you to propose a solution that fits the request. However, it is possible that alternative solutions may offer advantages for UZB, for example in terms of total cost or efficiency.
	State here which solution(s) you propose. If you propose different solutions, clearly state the differences and document which one is closest to UZB's request and/or which one you prefer and why.

	TK03
	Support over time. UZB expects that the proposed solutions and all their components will continue to be sold for 5 years and supported for 10 years from the date of purchase.
	Will the solution(s) continue to be sold for 5 years and supported for 10 years from the date of purchase? 
Document the roadmap for the solution(s), including its strategic components.



Chapter 1: SHOW US - ARCHITECTURE

	TV01
	UZB expects a complete, graphical architecture representation of each proposed solution. The representation includes products and underlying technology (cloud/on-premise/hybrid; server/client; software; hardware; databases; operating systems;  …). The representation also shows all data flows and underlying technology.
	List the appendices here with the document name and a brief description of their contents.



Chapter 2: TELL US – CONTRACTUAL INFORMATION

Important: These questions should not be answered in the context of a tender where they are already included in this process.

	LZ01
	UZB requires clarity about the contracting party.
	i. State here who the contracting party is (name/registered office).
ii. State here whether and which subcontracting party or parties the supplier wishes to use (name/registered office) and what their role is in the solution.

	LZ03
	UZB requires contractual clarity
	Document a list here and provide a complete set of all standard documents (such as contracts, SLA, certificationS) that could be negotiated and signed in a contract phase as an attachment. 

Important: this also includes documents that are tacitly approved by signing a contract.

	LZ04
	Compliance and certificates
	Provide a list of all national and international legislation, regulations and standards relevant to this collaboration with which the supplier must comply, including the scope of compliance. Examples include ISO 27001, MDR and/or product-dependent certifications.
Explicitly state the applicable guidelines with which the supplier of the solution is not compliant.
Also add technically relevant standards such as those relating to AWS, Azure and Google Cloud.
UZB reserves the right to request certificates and accompanying audit reports.

	LZ05
	Financial overview
	Provide here or in an appendix a list of all components of the solution (software, hardware, services, (academic and other) licences, interventions, etc.) for which the supplier provides a cost estimate for UZB and the associated cost in relation to the proposed solution(s), as well as which components are to be paid for by UZB, even if they fall outside the agreement with the main supplier.

	LZ06
	UZ Brussels Privacy Policy
	Confirm that you have taken note of the UZ Brussels privacy regulations and that, as a supplier, you will also comply with these regulations. (Available on the UZ Brussels website)

	LZ07
	GDPR
	State here which personal data is processed in the context of the solution and where this takes place. Indicate which specific requirements for data residency or sovereignty you comply with.

	LZ08
	Exit strategy
	Describe the typical exit strategy for the solution in technical (data management, access, transmission speeds, etc.) and contractual terms.





Chapter 3: CONVINCE US – MINIMUM SECURITY REQUIREMENTS


	TM01
	UZB insists that the best available security technology and best practices are applied in the product. 
	Describe exhaustively which security technologies and best practices apply, such as encryption, IAM, encryption, MFA, principle of least privilege, vulnerability & patch management, SDLC, logging & monitoring, security testing, RBAC, patching, DDOS prevention, data location, data isolation, OWASP top 10, etc.

	TM02
	Approach and response plan for (security) incidents, changes and non-compliance
UZB expects the supplier to have an up-to-date response plan that has been communicated to its employees and the users of the solution so that incidents, changes and non-compliance can be communicated and managed efficiently and securely.
	Describe/document the approach and response plan for (security) incidents, changes and non-compliance.


	TO10
	Monitoring
UZB requires a regular overview of the health and safety of the solution.
	Describe 
i. who (UZB/supplier) monitors which parts of the solution.
ii. which parameters of the solution are typically monitored and how often.
iii. which logs are available out-of-the-box for monitoring.
iv. whether logs can be integrated into a Security Information and Event Management (SIEM) tool.
v. whether logs are anonymised to protect personal data.

	TA04
	Backup, Availability and Continuity
UZB wants the solution to be available all the time.
	Describe here or in an appendix:
i. The uptime offered by the supplier for the total solution, as well as RPO and RTO
ii. The backup/restore policy for the solution (or parts thereof) and the frequency with which this is tested.
iii. The operational disaster recovery plan for restoring services and data, and the frequency with which the disaster recovery plan is tested.

	TO02
	Auditing. UZB expects the supplier to be open to audits by UZB or by a third party appointed by UZB for this purpose, always within the limits of agreements on scope, costs and timing. The supplier shall support UZB in this, for example by providing access to relevant documentation, logs, personnel or infrastructure. The supplier shall also be available for ad hoc questions from UZB about specific aspects of the solution during the term of the collaboration.
	Are you willing to facilitate audits by UZB or by a third party?

	TO03
	Ethical hacking. Solutions that are publicly available under the UZB domain are tested by ethical hackers on behalf of UZB. Vulnerabilities in the supplier's solution are communicated to them. UZB expects these vulnerabilities to be resolved without delay and also expects transparent communication about this.  If a vulnerability is found in the software placed under the contractor's management, the corresponding bounty may be charged to the contractor.
	Are you willing to subject the solution to ethical hacking by UZB or a third party?

	TO05
	Suitability of personnel. UZB expects all work on the solution by the supplier or by a party appointed by the supplier to be carried out by personnel who are suitable for this purpose. Suitability means (a) that these persons are technically knowledgeable about the solution and all components that form part of it; (b) that these persons comply with all relevant laws and regulations and UZB-specific instructions; (c) that these persons behave in a professional and ethical manner. UZB reserves the right to monitor this and to deny access to its systems or buildings to persons who do not comply with one or more of these requirements.
	Do you agree to this clause?





Supplier contact information

	Contracting organisation

	Name, address of registered office

	Commercial contact person

	Name, telephone number, e-mail address, date

	Technical contact

	Name, telephone number, email address, date

	Date
	Date



By delivering this completed document to your contact person at UZB, you declare that you have taken note of UZB's high-level expectations, that you understand them, and that you have designated them as contractually binding information.

