Self-Check on ICT and OT

Universitair Ziekenhuis Brussels (UZB) is concerned about the stability and security of its ICT environment and the availability, authenticity, integrity and confidentiality of the data of the hospital, its patients and employees. As an essential entity within the framework of NIS2 legislation, we want to identify and manage information security risks related to the ICT product supply chain.
You are receiving this Self-Check because you and/or UZB wish to install, move, modify, expand or remove a product (device, software, service, configuration, etc.) in the hospital. This makes it an ideal opportunity to assess whether and what risks exist in this regard, so that UZB can take measures together with you if necessary.
This Self-Check is the start of the product analysis; here you investigate for yourself whether the product contains IT or OT components, regardless of the form. If you answer 'YES' or 'Unclear' to at least one of the questions below, we invite you to also respond to the Solution Briefing that you received together with this Self-Check. The Solution Briefing provides insight into UZB's high-level and minimum expectations and asks you to document how you deal with this in the case of this product.
It is important that you submit both documents to UZB in a timely manner and in a high-quality format, in accordance with the instructions provided by your UZB contact person. This will enable a high-quality and smooth analysis and thus contribute to a good initial understanding of the product and the supplier, as well as any risks associated with them. Incomplete, unclear or misleadingly completed documents or non-compliance with what has been documented may result in a longer analysis, additional questions, non-selection and/or termination of the collaboration with UZB. All information provided to UZB is contractually binding.
If you have any additional questions or require clarification when completing this Self-Check or the Solution Briefing, please contact your designated contact person(s) at UZB. The latter will contact you if they have any questions.
Thank you in advance for your active cooperation in ensuring the information security of UZ Brussel on behalf of the hospital's staff and patients!


	1. Does the solution that is the subject of this analysis concern software, hardware, configuration, services, cloud services or digital tools?
	
	☐	Unclear
	☐	YES
	☐	NO

	2. Does the solution need to be linked to UZB internal or to external systems (ERP, CRM, HR, financial software, medical devices, etc.)?
	
	☐	Unclear
	☐	YES
	☐	NO

	3. Does the supplier/do one or more sub-suppliers of the solution need access to the UZB company network or internal devices?
	
	☐	Unclear
	☐	YES
	☐	NO

	4. Does the solution have implications for cybersecurity (access, authentication, encryption, etc.)?
	
	☐	Unclear
	☐	YES
	☐	NO

	5. Do you or a third party provide technical support or updates that affect IT/OT management?
	
	☐	Unclear
	☐	YES
	☐	NO

	6. Are licenses, subscriptions or IT/OT-related costs included?
	
	☐	Unclear
	☐	YES
	☐	NO




	Self-Check completed by
	Name, telephone number, email address, date

	Contracting organisation

	Name, registered office address

	Commercial contact person

	Name, telephone number, email address

	Technical contact

	Name, telephone number, e-mail address

	Date
	Date




