Legal self-check

The Universitair Ziekenhuis Brussel (UZB) is concerned about the stability and security of its ICT environment and the availability, authenticity, integrity and confidentiality of the data of the hospital, its patients and employees. As an essential entity within the framework of NIS2 legislation, we want to identify and manage information security risks related to the supply chain of ICT products.
You are receiving this Self-Check because you and/or UZB wish to install, move, modify, expand or remove a product (device, software, service, configuration, etc.) in the hospital. This makes it an ideal opportunity to assess whether and what risks exist in this regard, so that UZB can take measures together with you if necessary.
This Self-Check, which you will carry out yourself below, marks the start of the legal analysis of the product. Please submit it, together with the Self-check on ICT and OT (and, if applicable, the Solution Briefing), to UZB in a timely manner and completed to a high standard, in accordance with the instructions provided by your UZB contact person. This will enable a high-quality and smooth analysis and thus contribute to a good initial understanding of the product and the supplier, as well as any risks associated with it. Incomplete, unclear or misleadingly completed documents or non-compliance with what has been documented may result in a longer analysis, additional questions, non-selection and/or termination of the collaboration with UZB. All information provided to UZB is contractually binding.
If you have any additional questions or require clarification when completing this Self-Check, please contact your designated contact person(s) at UZB. They will contact you if they have any questions.
Thank you in advance for your active cooperation in ensuring the information security of UZ Brussel on behalf of the hospital's staff and patients!


	1. Does the collaboration require a formal and binding document (such as an order, agreement, contract or Service Level Agreement) to be signed by both parties?
	
	☐	Unclear
	☐	YES
	☐	NO

	2. Does the product contain elements that could be considered risky? (This may necessitate specific contractual provisions regarding liability, damages, penalties or indemnification.)
	
	☐	Unclear
	☐	YES
	☐	NO

	3. Is confidential information exchanged between the parties involved in the product within the framework of the collaboration? (For which a confidentiality obligation (such as a Non-Disclosure Agreement) applies.)
	
	☐	Unclear
	☐	YES
	☐	NO

	4. Is any material developed or supplied within the framework of the collaboration that includes copyrights, licenses or other forms of intellectual property (such as software, content or designs)?
	
	☐	Unclear
	☐	YES
	☐	NO

	5. Is personal data processed, exchanged or stored by or between the parties involved in the product subject to legal data protection obligations within the framework of the cooperation?
	
	☐	Unclear
	☐	YES
	☐	NO

	6. Does the supplier or its subcontractor(s) have to comply with specific laws and regulations (such as the GDPR, the Medical Device Regulation, export control regulations or sector-specific rules) in the context of the service provision?
	
	☐	Unclear
	☐	YES
	☐	NO

	7. Is the supplier or its subcontractor(s) based outside Belgium or does it operate from multiple jurisdictions?
	
	☐	Unclear
	☐	YES
	☐	NO

	8. Are there any special or more complex payment terms that apply, such as different terms, payment schedules or settlement arrangements? (UZ Brussels purchasing terms and conditions: Purchasing terms and conditions - Purchasing department - UZB Website)
	
	☐	Unclear
	☐	YES
	☐	NO





	Self-check completed by
	Name, telephone number, email address, date

	Contracting organisation

	Name, registered office address

	Commercial contact person

	Name, telephone number, email address

	Technical contact

	Name, telephone number, e-mail address

	Date
	Date




